MAY 0 3 1939 sj 



' • MAY 5 - 1999 



IN THE UNITED STATES PATENT AND TRADEMARK OFFg:E 



Docket No. 7890 
Application of 
Michael G. Coutts et al. 
Serial No. 09/229,046 
Filed: January 12, 1999 



roup 2700 

Dayton, Ohio 

CLAIM FOR BENEFIT OF 
EARLIER-FILED FOREIGN 
APPLICATION 

m 2 8 \m 

Group Art Unit: 2731 



Examiner: Unknown 
FOR: TRANSACTION PROCESSING SYSTEMS MAINTENANCE 



class 



CERTIFICATE OF MAILING 

hereby certify that this correspondence is being deposited with the United States Postal Service as first 



APfe^'i^'^ ^'ftf addressed to: Assistant Commissioner for Patents, Washington, D.C. 20231 on 



. (Date of Deposit). 



Shirley Doll 



Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

Applicants wish to clairn the benefit of the filing dates of the earlier U.K. 
Application Serial Nos. 9816178.9, filed on July 25, 1998; 9808995.6, filed on April 29, 
1998; and 9808997.2, filed on April 29, 1998, recited in the Declaration under the provision 
of 35 U.S.C. 119, and accordingly. Applicants submit herewith a certified copy of each of 
said British applications. 

Respectfully submitted. 




Michael Chan 
Reg. No. 33,663 
Attorney for Applicant(s) 



NCR Corporation, Law Department, ECD-2 

101 West Schantz Avenue, Dayton, OH 45479-0001 

Tel. No. 937-445-4956/Fax No. 937-445-3733 



THIS PAGE BLANK (usPTO; 




^"^^ Office 



The Patent Office 
Concept House 
Cardiff Road 




South Wales 

NP9 iRrf^AY 5 - 1999 



NewporRECEIVED 



Grouo 2700 



I, the undersigned, being an officer duly authorised in accordance with Section 74(1) and (4) 
of the Deregulation & Contracting Out Act 1994, to sign and issue certificates on behalf of the 
Comptroller-General, hereby certify that annexed hereto is a true copy of the documents as 
originally filed in connection with the patent application identified therein. 



In accordance with the Patents (Companies Re-registration) Rules 1982, if a company named 
in this certificate and any accompanying documents has re-registered under the Companies Act 
1980 with the same name as that with which it was registered immediately before re- 
registration save for the substitution as, or inclusion as, the last part of the name of the words 
"public limited company" or their equivalents in Welsh, references to the name of the company 
in this certificate and any accompanying documents shall be treated as references to the name 
with which it is so re-registered. 

In accordance with the rules, the words "public limited company" may be replaced by p. I.e., 
pic, P.L.C. or PLC. 

Re-registration under the Companies Act does not constitute a new legal entity but merely 
subjects the company to certain additional company law rules. 





Dated ^ - lO ^^^S' 



An Executive Agency of the Department of Trade and Industry 



PAGE BLANK 



Patents Form 1/77 

c 

Patents Act 1977 
(Rule 16) 



Request for grant of a patent 

(See the notes on the back of this form. You can also get 
an explanatory leaflet from the Patent Office to help 
you fill in this form) 



Office 



i 



THE PATHNi Orfiu 



27.JUL98 E378396-1 D02073 

mnm 25.00 - 98i6i78.9 

The Patent Office 

Cardiff Road 
Newport 
Gwent NP9 IRH 



1 . Your reference 



I 2^ JUL 1998 



7890 



2 . Patent application niimbei; ^ i 

(The Patent Office ivill fiirfH^tWspc 



9816178.9 



2 5 JUL 



3. FuU name, address and postcode of the or of 
each applicant (underline all surnames) 



Patents ADP number (if you know it) 

If the applicant is a corporate body, give the 
country/state of its incorporation 



NCR INTERNATIONAU INC. 

1700 SOUTH PATTERSON BOULEVARD 

DAYTON. OHIO 45479 

UNITED STATES OF ANfERlCA 



INCORPORATED IN THE STATE OF DELAWARE 
UAH^Q STftTfc^ Of Am£R\C(\ 



10 



4. Title of the invention 



METHOD AND SYSTEM FOR ROUTING AGENT 
PROGRAMS CARRYING OPERATING DATA THROUGH 
A COMMUNICATIONS NETWORK 



5 . Name of your agent (if you have one) 

"Address for service" in the United Kingdom 
to which all correspondence should be sent 
(including the postcode) 



VIVIEN IRISH 

INTERNATIONAL IP DEPARTMENT 
NCR LIMITED 
206 MARYLEBONE ROAD 
LONDON NWl 6LY 



Patents ADP number (if you know it) 
6. If you are declaring priority from one or more Country Priority application number Date of filing 

earlier patent applications, give the country Of you know it) (day / month / year) 

and the date of filing of the or of each of these 
earlier applications and (if you know it) the or 
each application number 



7. If this application is divided or otherwise 
derived from an earlier UK application, 
give the number and the filing date of 
the earlier application 

8. Is a statement of inventorship and of right 
to grant of a patent required in support of 

this request? (Answer 'Yes' if: 

a) any applicant named in part 3 is not an inventor, or 

b) there is an inventor who is not named as an 
applicant, or 

c) any named applicant is a corporate body. 
See note (d)) 



Number of earlier application Date of filing 

(day / month /year) 



Patents Form 1/77 



Patents Form 1/77 



Enter the number of sheets for any of the 
following items you are filing with.this form. 
Do not count copies of the same document 

Continuation sheets of this form 



Description ^ ^ ^ 




Claim^i^ 
Abstract 

Drawing("jp; 



4 
I 

13 



10. If you anb also filing any of the following, 
state how many against each item. 

Priority documents 
Translations of priority documents 
Statement of inventorship and right 

to grant of a patent (Patents Form 7/77) 

Request for preliminary examination 

and search (Patents Fomi 9/77) 

Request for substantive examination 
(Patents Form 1 0/77) 

Any other documents 

(please specify) 



11. 



I/We request the grant of a patent on the basis of this application- 
Signature N/n3 s"^ Date 24/7/98 



12. Name and daytime telephone number of VIVIEN IRISH TEL: 0171-725 8390 

person to contact in the United Kingdom 

Warning 

After an application for a patent has been filed, the Comptroller of the Patent Office will consider whether publication 
or communication of the invention should be prohibited or restricted under Section 22 of the Patents Act 1977. You 
ivill be informed if it is necessary to prohibit or restrict your invention in this way. Furthermore, if you live in the 
United Kingdom, Section 23 of the Patents Act 1977 stops you from applying for a patent abroad without first getting 
written permission from the Patent Office miless an application has been filed at least 6 weeks beforehand in the 
United Kingdom for a patent for the same invention and either no direction prohibiting publication or 
communication has been given, or any such direction has been revoked. 

Notes 

a) If you need help to fill in this form or you have any questions, please contact the Patent Office on 0645 500505. 

b) Write your answers in capital letters using black ink or you may type them. 

c) If there is not enough space for all the relevant details on any part of this form, please continue on a separate 
sheet of paper and ivrite "see continuation sheet' in the relevant partCs). Any continuation sheet should be 
attached to this form. 

cl) if you have ansivered 'Yes' Patents Form 7/77 will need to be filed. 

e) Once you have filled in the form you must remember to sign and date it 

f) For details of the fee and ways to pay please contact the Patent Office, 



Patents Form 1/77 



Method and system for routing agent programs carrying 
operating data through a coininunications network. 

The present invention relates to a method and system for 
routing agent programs through a communications network 
which includes a site including a service terminal. The 
service terminal may be a self service terminal such as a 
cash dispensing terminal, a self service checkout 
terminal or a retail point-of-sale (PoS) terminal. 

Such terminals are required to operate under extreme 
service conditions. Twenty-four hour availability is 
extremely important to through-the-wall automated teller 
machines (ATM»s) which continue to operate after normal 
banking hours. This is compounded by the move towards 
off-site ATM's which are located in retail locations and 
petrol stations, where access by the on-site staff may be 
restricted for security reasons. Within the retail 
environment, PoS terminals must operate reliably in many 
diverse locations from large supermarkets to small retail 
locations . 

These systems can fail to operate due to two basic types 
of error. Firstly, hardware and system failures, and 
secondly failure caused by consumable media. The 
mechanical transports within ATM's that allow media 
(currency, tickets, receipts, cards) to be moved around 
may fail due to jamming by bad media. Cards can jam in 
the card reader, currency can jam in the dispenser 
transport, while receipt paper can jam within the printer 
mechanism or its external transport. These critical 
errors will immediately take the terminal out of service 
and require immediate actions to be taken to recover the 
situation . 

Point-of-sale (PoS) terminals can have similar hardware 
failures such as receipt paper jams, cash drawer release 
failure or the failure of support systems such as 
scanners or weighing scales. While the traditional PoS 
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large amount of small change. Either situation 
undesirably inconveniences the customer. 

Where the terminals are included in computer systems, 
application programs may be used to monitor the operation 
of the terminal devices (e.g. the printer) and the 
consumable media (e.g. low supply of the printer paper) 
in order to predict potential failures. On stand alone 
terminals appropriate messages may be displayed to the 
user on a user display or to an operator on a specialised 
operator display. However this still requires that 
someone regularly checks the terminals to read the 
displayed messages and it poses a problem for off-site 
locations in regard to nominating someone to check the 
terminals . 

It is the aim of the present invention to provide an 
improvement in monitoring a service terminal by 
incorporating the terminal into a communications network 
and communicating operating data relating to the 
operation of the terminal. 

According to the present invention, there is provided a 
communications network comprising a plurality of 
interconnected network sites, and switching means to 
route intelligent agent programs through the 
communications network by reference to site address 
information carried by each agent program, wherein the 
network has a terminal network site which includes; 

a service terminal having at least one service 
element ; 

monitoring means to derive operating data relating 
to an operating parameter of the service element; 

an operating data register to receive operating data 
from the monitoring means; 

and data processing means programmed to launch an 
intelligent agent program carrying the operating data 
from the terminal network site into the network. 
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Figures 7a to 7c show a petrol station network embodying 
the present invention. 

In Figure 1, a local area network within a bank branch is 
in the form of a TCP/IP LAN with a number of network 
terminal sites including ATM » s 10, teller stations 11 and 
back office terminals 12. The terminal network sites are 
interconnected through a local bus network 13 to a server 
14 . A connection is made from the server 14 to a wide 
area network bus 15. The network architecture illustrated 
is intended to represent a simple bank branch but the 
concepts to be described are intended to apply equally to 
more complex network environments with many terminal 
sites and back office systems. The concepts apply equally 
well to networks employed in environments, such as retail 
environments, other than banking. In these other 
environments the ATM ' s and teller stations shown in 
Figure 1 may be replaced by terminal sites such as point- 
of-sale terminal sites. 

In Figure 2, there is shown a number of service terminals 
16 each of which constitutes one of the network sites 10, 
11 or 12 of Figure 1, The service terminals 16 are 
illustrative of an ATM, a teller station or a back office 
terminal. The service terminals 16 may be terminals 
included in one of the alternative forms of network as 
already explained with reference to Figure 1, The 
terminals 16 are labelled terminal A, terminal B and 
through to terminal n. 

The service terminals 16 are connected through an I/O 
port 17 to the bus 13 of the local area network of Figure 
1. The service terminals A through n are capable of 
communicating with the bus 13 to receive intelligent 
agent programs A to N from the network and to launch 
intelligent agent programs into the network. Each service 
terminal 16 includes an agent handler shown within the 
dotted line area 20. The intelligent agent programs are 
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agent program matches the site address of «the service 
terminal A. The CPU submits the agent program to a 
security check in step 51 to ensure that the agent 
program is authorised to access data in a service 
register database available at that service terminal 
site. Upon satisfactory completion of the security check, 
the CPU updates the service register from a set of 
terminal monitors 40. The monitors 40 include means to 
monitor physically the operations being carried out at 
the terminal site, in the case of an ATM, such monitors 
include monitors for the mechanical transports within the 
ATM and the capacity of the purge and capture bins. The 
monitors are placed and arranged to monitor the terminal 
so as to provide operating data which indicates the state 
of health of the terminal. The operating data is captured 
by the service register in step 52 upon the arrival of 
each monitor agent through the I/O port 17. 

From step 52, the terminal enters step 53 where the 
monitor program agent is entered into the runtime 
environment where the service data requested by the 
program agent is entered into the program register field 
34. Following the step 53, the program agent is 
relaunched into the network in the step 54. Once 
relaunched into the network, the program agent will visit 
other terminal sites B ..n as shown diagrammatically in 
Figure 2. The monitor agent goes to the first location 
on its address list (ATM 1) where it obtains the 
information specific to that location. Having removed ATM 
1 from its list of locations to visit, the dynamically 
modified monitor agent moves on to the next location to 
be visited, ATM 2. The movement of the monitor agent from 
ATM 1 to ATM 2 is shown diagrammatically in Figure 4b. 
The process of handling the monitor agent is repeated in 
the agent handler 20 of ATM 2 and this pattern continues 
until all the locations have been visited, whereupon the 
monitor agent returns to the server 14 to impart the 
information obtained by travelling through the network as 
shown diagrammatically in Figure 4c. 



The State-of health monitor program in the server 14 is 
thus able to utilise information provided by the 
returning monitor agents to build up a dynamically 
5 changing picture of the terminal sites under its gaze, 
identifying problem areas and scheduling replenishment 
and maintenance operations based upon local requirements 
as opposed to some overriding average as might be 
conducted by a centralised help desk approach. The search 
10 for and selection of the information from one or more of 
the service registers at the terminal sites is controlled 
by the program instructions included in the code and data 
field 33 of each intelligent agent program. This allows 
the agent programs to roam the network finding out 
15 information about the individual sites such as their 

state of health, usage of consumables and configuration 
This information can be collated by the agent software 
and taken with the agent as it moves from each terminal 
site to the next. Ultimately a roaming agent of this form 
20 will arrive at a location, such as the server location 
14, where the information can be utilised in some 
appropriate manner. This information can be used to alert 
an operator of some impending problem. Alternatively the 
information can be used to schedule an appropriate time 
2. to service a terminal site, for example by replenishing 
consumables, depending upon the information returned to 
the server 14. 



As well as retrieving information from the locations that 
they visit, intelligent program agents can also impart 
information as will now be explained with reference to 
Figures 5a to 5c. In Figure 5a, each of the back offices 
12 can support a replenisher or field engineer who can 
log on or off the network. When logging on, the back 
office 12 automatically sends out a service agent program 
Identifying that replenisher or field engineer to the 
ATM's 10 and teller stations 11 on the network as an 
available service resource. The back office l is seen in 
Figure 5a to have launched a service agent which is being 



received by the ATM 1. The service agent i-s processed by 
the agent handler of each service terminal before passing 
on through the network. In Figure 5b, the service agent 
from back office 1 is seen as having been relaunched by 
ATMl and is seen as arriving at ATM 2. Similarly, when 
logging off, the back office automatically sends out a 
service agent program identifying to all the ATM * s 10 and 
teller stations 11 that the respective service resource 
is no longer available. 

Field engineers from the wider area network may send 
service agent programs into the local area network 
through the server 14. In Figure 5c, a service agent 
program which has arrived via the bus 15 is seen in 
dotted lines as having been launched by the server 14 
onto the local area network and is seen in full lines as 
arriving at the ATM 1. The service agent programs from 
the wider area netv/ork are subject to security checks 
before passing into the local area network. The server 14 
is programmed to stop service agent programs from the 
local area network from reaching the wider area network. 

Upon reaching a network site, the service agent program 
compares the service and location information it carries 
with corresponding information in an agent register 55 
(see Figure 2) at the network site. This technique allows 
updating of the internal location lists of each network 
site and updating of location information carried by the 
agent program. 

When a critical failure occurs within an ATM or teller 
station in the network, an alert agent program may be 
launched by the site experiencing the failure. An alert 
agent program is shov/n in Figure 6a as having been 
launched by the ATM 3. The alert agent would indicate a 
critical failure such as a card jam. The alert agents use 
the location list built up in the agent register 55 from 
the service agents which visited earlier. An alert agent 
is launched to arrive at the agent handler at each 
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information for gaining access to the -terminal , Once an 
alert agent has successfully summoned assistance, it 
returns to the originating terminal site. Alternatively, 
the alert agent may delete itself. 

In Figures 7a to 7c, a petrol station site includes an 
ATM 70 and a point-of-sale terminal 7.1. The ATM 70 and 
terminal 71 are connected in a local area network to a 
server 72 by means of a bus 73. The server 72 is 
connected into a wider area network. 

The server 72 includes a state-of -health monitor which 
periodically sends out a monitor agent to both the 
terminals 70 and 71 as shown in Figure 7a in order to 
perform status monitoring and to schedule replenishment 
operations. This is extremely important within an off- 
site environment where field service or security 
companies are likely to be used to provide cash 
replenishment. The state-of -health monitor shown located 
in the server 72 may alternatively be operated from a 
central site communicating with a proxy server acting 
local ly . 

The terminal 71 can provide a replenisher program to send 
out a service agent when a new user logs in as shown in 
Figure 7b. A field service organisation is used to send a 
service agent through the server 72 to register with both 
the ATM 70 and the point-of-sale terminal 71. Both 
terminals 70 and 71 can be supported by the same field 
organisation . 

A critical error occurring in the ATM 70 causes the ATM 
to launch an alert agent, as shown in Figure 7c, which 
goes to the local replenisher application in the terminal 
71. The alert agent performs training and authority 
checks to ascertain if assistance is obtainable for the 
error. For simpler errors, the petrol site attendant 
staff will assist. For more complex errors, the alert 
agent is sent out from the terminal 71 to the server 72 



to be passed out .to the wider network. The alert agent is 
used to alert a field service organisation. 
Alternatively, the alert agent may cause other 
_ication strategies to be brought into play such as 
an E-mail message, paging a local replenisher or 
traditional transaction based alerting to a help desK, 
allowing them to call into a bank branch 
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1. A communications netv/ork comprising a plurality of 
interconnected network sites, and switching means to 
route intelligent agent programs through the 
communications network by reference to site address 
information carried by each agent program, wherein the 
network has a terminal network site which includes; 

a service terminal having at least one service 
element; 

monitoring means to derive operating data relating 
to an operating parameter of the service element; 

an operating data register to receive operating data 
from the monitoring means; 

and data processing means programmed to launch an 
intelligent agent program carrying the operating data 
from the terminal network site into the network. 

2. A communications network as claimed in claim 1, 
wherein the data processing means is programmed to launch 
an intelligent agent program by re-addressing a visiting 
agent program to v/hich the operating data has been added, 

3. A communications network as claimed in claim 1, 
wherein the data processing means is programmed to launch 
an intelligent agent program in the form of an alert 
program which has been generated at the said terminal 
network site to carry the operating data, 

4. A communications network as claimed in claim 1, 2 or 
3, vyherein the data processing means is programmed to 
collect site address information from visiting agent 
programs . 

5. A communications network as claimed in claim 1, 2, 3 
or 4, wherein the terminal netv;ork site constitutes one 
of a plurality of such terminal network sites. 
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6. A communications network as claimed in claim 5, 
v/herein the terminal network sites comprise a self 
service cash dispensing terminal site. 

7. A communications network as claimed in claim 5 or 6 , 
wherein the terminal network sites comprise a retail 
point of sale terminal site. 

8. A communications network as claimed in claim 5, 6 or 
7, wherein the terminal network sites comprise a self 
service terminal site. 

9. A communications network as claimed in any one of the 
preceding claims, further including a monitor network 
site which includes; 

data processing means to launch agent programs to 
visit the terminal network site or sites so as to collect 
operating data therefrom for return to the monitor 
network site, and 

a monitoring data register to register the operating 
data returned to the monitor network site. 

10. A terminal network site for connection to a network 
as claimed in claim 1, the terminal network site 
comprising ; 

a service terminal having at least one service 
element ; 

monitoring means to derive operating data relating 
to an operating parameter of the service element; 

an I/O port for the communication of intelligent 
program agents into the terminal network site from the 
netv/ork and from the terminal network site into the 
network ; 

data processing means to receive and process program 
agents visiting the terminal network site and received 
through the I/O port and; 

an operating data register to receive operating data 
from the monitoring means; 



the data processing means being programmed to launch 
an intelligent agent program carrying the operating data 
from the terminal network site into the network, 

11. A network site as claimed in claim 10, wherein the 
data processing means is programmed to launch an 
intelligent agent program by readdressing a visiting 
agent program to which the operating data has been added. 

12. A network site as claimed in claim 10 or 8, wherein 
the data processing means is programmed to launch an 
intelligent agent program in the form of an alert program 
which has been generated at the said terminal network 
site to include the operating data. 

13. A method of communicating intelligent agent programs 
through a communications network comprising a plurality 
of interconnected network sites and switching means to 
route intelligent agent programs through the 
communications network by reference to site address 
information carried by each agent program, the network 
having a monitoring network site and a terminal network 
site including a service terminal having at least one 
service element, the method comprising the steps of; 

monitoring the service element to derive operating 
data relating to an operating parameter thereof and; 

launching from the terminal network site to the 
monitor network site an intelligent agent program 
carrying the operating data. 

14. A method as claimed in claim 13, wherein the step of 
launching an intelligent agent program comprises re- 
addressing a visiting agent program to which the 
operating data has been added. 

15. A method as claimed in claim 13, wherein the step of 
launching an intelligent agent program comprises 
launching in an alert program which has been generated at 
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the said terminal network site to carry the operating 
data . 

16. A method as claimed in claim 13, 14 or 15, comprising 
the further step of collecting site address information 
from visiting agent programs. 
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ABSTRACT 

The present invention relates to a communications network 
comprising a plurality of network sites. Agent programs 
are switched through the communications network by 
reference to site addresses included in a site visit 
address list carried by each agent program. 

The network has a number of network sites which have 
service terminals such as ATM*s, point-of-sale terminals 
or self service terminals. Each service terminal has at 
least one service element such as a card transport or 
currency bin and monitoring means to derive operating 
data relating to an operating parameter of the service 
element. The operating data may be the presence of an 
error such as a card jam or the need to replenish or 
empty a currency bin. An operating data register receives 
operating data from the monitoring means and data 
processing means is programmed to launch an intelligent 
agent program carrying the operating data from the 
terminal network site into the network. 
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